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Tri-brand Artificial Intelligence (AI) Policy

1. Purpose
The purpose of this policy is to ensure that Artificial Intelligence (AI), including Generative AI and AI‑embedded technologies, is used in a secure, ethical, lawful, and controlled manner that protects information assets and supports the organisation’s business objectives.
2. Scope
This policy applies to all entities within the tri-brand Hinduja Tech, Drive System Design and Tecosim, specifically:
· All employees, contractors, temporary staff, and third parties
· All AI technologies used by or on behalf of the organisation, including:
· Generative AI tools (e.g. text, image, code, data generation)
· AI‑embedded tools within commercial or bespoke systems
· All environments (corporate, cloud, mobile, remote, and third‑party systems)
3. Definitions
Artificial Intelligence (AI): Systems designed to perform tasks that traditionally require human intelligence.
Generative AI (GenAI): AI capable of generating content such as text, images, audio, video, software code or data.
AI‑embedded tools: Software or services where AI functionality is integrated as a feature rather than the primary purpose of the product.
Company approved AI: AI tools or services that have been assessed and approved by the Company through the AI Approval/Whitelisting Process and may be used with sensitive information in accordance with this policy.
Non-approved AI: AI tools which are not approved for use by the company.
Sensitive or confidential information includes, but is not limited to: 
a) Project-related information, including text, data, meeting minutes, recordings, transcripts, images, software code, reports, specifications, and designs.
b) Customer-related information including names, contact details, commercial information, meeting records, images, recordings, and transcripts.
c) Personal information relating to customers, suppliers, business partners, employees, contractors, or other individuals.
d) Company or customer information such as intellectual property; trade secrets; copyright material, including data that may infringe on the intellectual property rights of others; business or financial data; company documents; any other non-public company information that might be useful to competitors or harmful to the company (materially or reputationally) if disclosed
4. Policy Statement
DSD permits the use of AI technologies only where:

· Use complies with the requirements of this policy
· Sensitive or confidential information is entered only into AI tools explicitly approved (whitelisted) by the company
· The AI service is being used in accordance with any restrictions or conditions imposed through the approval process

At the time of publication, Microsoft Copilot Enterprise is the ONLY AI platform approved for use with sensitive information.

The unauthorised or uncontrolled use of AI technologies is prohibited.

5. Roles and Responsibilities
	AI Governance Board 
	Shall:
· Ensure AI-related risks are identified, assessed, and controlled
· Maintain this policy and associated procedures
· Operate and oversee the AI Approval/Whitelisting Process
· Evaluate and approve AI tools and AI-enabled software for company use
· Maintain and communicate the list of approved AI solutions
· Monitor compliance with this policy and recommend improvements where necessary


	All Employees
	Shall:
· Use AI responsibly and in accordance with this policy
· Use approved AI tools only while authenticated using their company-managed accounts
· Recognise that many software products, such as Adobe and Grammarly, contain embedded AI functionality. Employees shall exercise due diligence and not use such features
· Never enter sensitive or confidential information into non-approved AI tools
· Not attempt to bypass technical controls, restrictions, or safeguards relating to AI use
· Report suspected misuse, incidents, or concerns relating to AI immediately
· Submit requests for approval prior to using AI tools, or software containing AI functionality, not already approved through the AI Approval/Whitelisting Process




6. Company Approved AI
Users may input sensitive information into Microsoft Copilot Enterprise only when:
· They are signed in using their company Microsoft account
· Enterprise Data Protection is active (indicated by the green shield within the Copilot interface)
· Usage complies with this policy and any applicable information security requirements

Employees may request approval of additional AI tools or AI functionality through the AI Approval/Whitelisting Process managed by the AI Governance Board.

7. Non-approved AI
Users must not use any non-approved AI tool for company business.
Any software containing embedded AI functionality must be treated as non-approved until it has been assessed through the Approval/Whitelisting process. Examples of these may include Adobe, Grammarly or other applications that incorporate AI features.
Users must assume that any information entered into a non-approved AI tool may become publicly accessible or otherwise used outside the company's control, regardless of any settings selected within the application or assurances provided by the supplier.

Users should be aware that the terms and conditions of some AI providers may grant the provider rights to use, retain, analyse, or train models using submitted content. For this reason, company data must only be entered into approved AI tools.
8. Accountability and Human Oversight
AI-generated content may be inaccurate, misleading, incomplete, biased, inappropriate, or complete fabrication.

The use of inaccurate AI-generated information may damage the company's reputation and could result in legal, contractual, regulatory, financial, or commercial consequences.

All AI-generated outputs must be reviewed, validated, and approved by a competent human before use.

Users must verify all AI-generated outputs for:
· Accuracy
· Provenance (where applicable)
· Applicability to the intended purpose
· Completeness
· Authenticity 

Responsibility for all outputs generated by AI, including decisions and deliverables influenced or determined by AI systems, remains with the individual user and the company, not the AI system.

9. Acceptable use of AI generated material
Approval must be obtained from the relevant Line Manager and, where appropriate, the Head of Function before AI-generated content is incorporated into customer deliverables, contractual documentation, published external material, production software, safety-related artefacts, or other formally approved company outputs.

This requirement applies to AI-generated:
· Text
· Images
· Audio
· Video
· Music
· Software code
· Data analysis
· Any other content generated or materially modified by AI

Users must not generate or distribute content that is discriminatory, offensive, unlawful, misleading, or otherwise inappropriate.

Where any doubt exists regarding the suitability of AI-generated content, advice should be sought from a Line Manager, IT, HR, or the AI Governance Board before use.

Intellectual Property and Copyright
Users must ensure that AI-generated content does not infringe the intellectual property rights of third parties.

Where AI-generated content is used, users remain responsible for ensuring compliance with copyright, licensing, contractual obligations, export controls, and any applicable regulatory requirements.

10. Incident Management
Input of sensitive information into a non-approved AI tool is treated as a security or data protection breach and must be reported immediately to IT.
Such incidents will be managed in accordance with the Information Security Incident Management Process.
11. Policy Review
This policy shall be reviewed at least annually and may be updated sooner in response to:
· Changes in legislation or regulation
· Advancements in AI technology
· Emerging risks or threats
· Business requirements
· Audit findings or incident investigations
12. Compliance and Enforcement
Compliance with this policy is mandatory and violations may result in disciplinary action, including termination of employment or contract.
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